Abstract-Wireless sensor networks (WSNs) are constrained in terms of memory, computation, communication, and energy. To reduce communication overhead and energy expenditure in (WSNs), data aggregation is used. Data aggregation is a very important technique, but it gives extra opportunity to the adversary to attack the network, inject false messages into the network and trick the base station to accept false aggregation results. This paper presents a secure data aggregation framework (SDAF) for (WSNs). The goal of the framework is to ensure data integrity and data confidentiality. SDAF uses two types of keys. Base station shares a unique key with each sensor node that is used for integrity and the aggregator shares a unique key with each sensor node (within that cluster) that is used for data confidentiality. Sensor nodes calculate a message authentication code (MAC) of the sensed data using shared key with base station, which verifies the MAC for message integrity. Sensor nodes encrypt the sensed data using shared key with aggregator, which ensures data confidentiality. Proposed framework has low communication overhead as the redundant packets are dropped at the aggregators.
I. INTRODUCTION
Wireless sensor networks (WSNs) gained popularity because of the fact that they can be used to solve the real world challenges with low cost [1] . WSNs are used in a variety of applications such as habitat monitoring [2] and target tracking [3] etc but these networks are constrained in terms of resources such as memory, communication, computation, and energy. WSNs consist of a large number of low power and low energy sensing devices called nodes. In addition to these nodes, there may be one or more powerful devices called base stations. Base station controls the network and processes the data collected by the sensor nodes. The sensor nodes sense and collect data from the environment and send it to the base station which performs further query on the collected data. The sensor nodes may be deployed in vicinity to each other as the number of nodes in the network may be very large. Due to this vicinity sensors may collect and transmit redundant data. Since the transmission of data costs much high than the computation, it is usually advantageous to organize the sensor nodes in clusters. The data are processed locally within the network and the aggregated data are sent to the base station in cluster environment. In such an environment some nodes which are called the aggregators collect the data from its neighbor nodes, process it and send the result to the base station. This technique reduces communication distance and thus energy consumption is reduced as compared to directly communication with the base station. This scenario is referred to as data aggregation in literature.
Many protocols [4] - [7] have been proposed for secure data aggregation in WSNs to reduce the communication overhead and the energy expenditure. Generally the network is divided in to a tree topology that is rooted at the base station. The sensor nodes sense data from the environment, the aggregators aggregate the data from the sensor nodes and send the data to the base station. Base station performs further query on the data.
Data aggregation reduces communication overhead significantly but it makes the security more difficult. Any compromise node can forge data or can inject false data in to the network and thus one compromised node can alter the final aggregation [8] . In general the data aggregation reduces the communication overhead but it opens new doors to the adversary and the aggregated data can easily be attacked by the adversary.
This paper presents a secure data aggregation framework (SDAF) for WSNs. This framework is applicable in cluster based networks and can provide security to the collected data. The main focus is on integrity and confidentiality of collected data. The framework uses two types of keys. One key is shared between the base station and the sensor nodes which provide integrity as the base station can verify the MAC calculated by the sensor nodes. Base station uses separate keys for each sensor node and the aggregator as well. If a node is compromised the adversary cannot obtain the keys of other nodes. The other key is shared between the aggregators and sensor nodes in that cluster. This key is used to encrypt and decrypt the data by the nodes and the aggregators to provide data confidentiality. During the tree generation the size of each cluster is kept small that an aggregator can store the keys of each sensor node in a particular cluster. The paper is organized as follows. Related work is presented in Section II. Network assumption and key setup are presented in Section III. Cluster formation and aggregator selection are discussed in Section IV. Notations and attack model are discussed in Section V and VI respectively. Proposed framework is presented in section VII. Security analysis is presented in Section VIII and the paper is concluded in Section IX.
II. RELATED WORK
Previous work in data aggregation has focused on how to SDAF: A Secure Data Aggregation Framework for Wireless Sensor Networks M. Sardaraz, M. Tahir, and Ataul Aziz Ikram perform aggregation assuming a trust in the sensor nodes that each sensor node is honest. A few works have focused on secure data aggregation. The problem of data aggregation has been studied in [8] . The authors have studied data aggregation when one node is compromised. It has been assumed that only leaf nodes sense data while the intermediate nodes only aggregate data. This protocol may be vulnerable if two consecutive nodes are compromised.
A mathematical framework which is based on evaluating security of several resilient aggregation techniques has been proposed in [9] . The paper uses mathematical measures that how much it will cause damage if an adversary compromises a number nodes in the network .The author assumed that raw data has been reached to the base station and that is why it is not really a data aggregation framework.
A secure hop-by-hop data aggregation protocol (SDAP) has been proposed in [7] . This approach is based on two principals, divide-and-conquer and commit-and-attest. SDAP uses divide-and-conquer principal to reduce damage caused by a compromised aggregator at high level. The other principal commit-and-attest is used by the base station to verify the correctness of the data. This scheme can tolerate more than one compromised nodes. However this scheme needs to send much data to ensure reasonable level of security.
Another scheme for data aggregation is ESPDA -Energy-Efficient and Secure Pattern Based Data Aggregation-for wireless sensor networks [10] . In ESPDA, cluster-head first requests sensor nodes to send the corresponding pattern code for the sensed data. If multiple sensor nodes send the same pattern code to the cluster-head, then only one of them is permitted to send the data to the cluster-head. Hence, ESPDA has advantages over the conventional data aggregation techniques with respect to energy, bandwidth efficiency and security. However no practical solution is available for compromised nodes.
III. NETWORK ASSUMPTIONS AND KEY SETUP
A network consisting of a base station and a large number of sensor nodes is assumed. Some of the nodes are referred to as aggregators. The aggregators are same as normal nodes in terms of resources such as memory and computation etc. The aggregators are selected randomly after some time. The base station is a powerful device with sufficient computational capabilities, processing power and energy. The base station has also capable of storing large information of a dense network. In addition the based station is trusted entity and has security mechanisms and cannot be compromised. The current generation sensor nodes with limited resources, such as MICA motes [11] are assumed. The sensor nodes are deployed in an environment in which they are prone to any attack.
It is assumed that each sensor node shares a unique cryptographic key with the base station and the aggregator. Aggregators also share secret keys with the base station.
For key setup, the proposed algorithm uses an algorithm presented in [12] ; any algorithm that can securely communicate keys between aggregators and sensor nodes in a cluster can be used to share keys between aggregators and sensor nodes.
IV. CLUSTER FORMATION AND AGGREGATOR SELECTION
For cluster formation and aggregator selection any good and relevant algorithm can be used. For cluster formation an algorithm presented in [13] is used. Algorithm in [7] is used for aggregator selection.
V. NOTATIONS USED
Following is the list of notation used in the rest of the paper.
S refers to Base Station U, V, W, X represent normal nodes A refers to the aggregator K S, V refers to the shared key of base station and node V K A, V refers to the shared key of Aggregator and node V RV refers to the reading of node V M1|M2 represents the concatenation of two messages M1 and M2 E (K, M) refers to the encryption of message M with key K MAC (K, M) Represents the MAC of message m with key K ID V Represents the unique identifier of node V U V node U sends a message to node V over a single hop.
U V node U sends a message to node V over multiple hops.
VI. ATTACK MODEL
A network setting with an attacker who can access the network and can compromise sensor nodes is assumed. The attacker can inject false messages in to the network or can alter the messages sent by legitimate sensor nodes. However, it is assumed that the attacker can compromise a small number of nodes in the network.
WSNs may collect sensitive data. The data received by the base station may provide basis for crucial decision. So false data may change the overall result, consequently, the overall decision will be affected. Proposed framework focuses on the integrity and confidentiality of data. Other types of attacks in which the purpose of the attacker is to disrupt the normal operation of the network are not considered. For instance, a compromised node can be used by the attacker to attack on routing protocol and thus it causes denial of service attack. The goal of the proposed framework is to defend against the attacks in which the attacker changes the final aggregation and trick the base station to accept false aggregation results. The attacker may inject false message in to the network or alter the messages sent by legitimate nodes. Proposed framework also provides confidentiality to the sensed data, the sensor nodes encrypt the sensed data during the aggregation process.
VII. SECURE DATA AGGREGATION FRAMEWORK
This section presents proposed secure data aggregation framework. The aggregation process begins at the leaf nodes. As the leaf nodes do not aggregate data, it only sends its IDs and the sensed data to its parent node. The parent node forwards the data in the encrypted format as sent by the child node to its own parent, if it is not the aggregator. The leaf node sends a MAC of the sensed data which is calculated by using the shared key with the base station. This MAC is later used by the base station to verify the contents of the data. The leaf node sends the following message to its parent node.
U V: IDU, 0, E (K U, A, AggU) AggU= (RU|IDU|MACU) MACU= MAC (K U, S, IDU|RU) In Fig. 1 the leaf node U sends message to its parent node V. The message is encrypted with the key which is shared between node U and aggregator. The message also includes a MAC. MAC is calculated using shared key between node U and base station, base station uses this MAC to verify the integrity of the data. The flag bit is included in the message to indicate whether further aggregation is needed or not. 0 value means that the message needs further aggregation and value 1 means that no further aggregation is needed.
When a node receives the message sent by its child node, it checks the flag bit. If it is 0, it appends its own message to the message sent by its child node (if this node is not an aggregator) and forwards it to its parent leaving flag set to 0. In " Fig.1 The intermediate node V sends its own message encrypted with the shared key between node V and the aggregator to its parent W and also the encrypted message sent by its child node. The message sent by the child node is sent without decryption as the decryption key is only known to the aggregator. It also sends its ID and the MAC of the message. MAC is calculated by using the shared key between node V and base station.
When a node that is an aggregator receives a message from its child node, it decrypts the messages encrypted by the child nodes. All the messages are decrypted using shared key with each sensor node. It compares the data values, if there are redundant messages the aggregator drops them. The aggregator updates its routing table, encrypts its own message and the messages send by the child nodes, sets the flag bit to 1 and forward it to its parent node. If the parent node itself is not the base station, it updates its routing table and forwards the message to its parent until the message reaches the base station. This message contains a flag bit set to 1 which indicates that no further aggregation is needed. In Fig.1 node X performs no further aggregation on the message send by its child node W. The aggregator sends the following message to the base station.
W S: IDW, 1, E (K W, S, AggW) AggW= (RW|IDW|MACW| AggU |AggV)) MACW= MAC (K W, S, IDW|RW) All messages of the child nodes and the aggregator are encrypted with the key shared between the aggregator and the base station. The aggregator also calculates a MAC of its own reading by using the shared key with the base station.
When the base station receives the messages from the aggregators it uses the shared key with the aggregators to decrypt the data. To verify the integrity of the data, the base station calculates the MAC of the data for each node with the shared key of the respective nodes. If the MACs calculated by the base station and the nodes are the same, the base station accepts the data; otherwise the data are treated as corrupted.
VIII. SECURITY ANALYSIS
In this section security analysis of the proposed framework is presented. This approach uses two keys, one key is shared between base station and sensor nodes; whereas the other is shared between the aggregator and sensor nodes in that cluster. The shared key between the base station and the sensor nodes is used to ensure data integrity. The sensor nodes calculate MAC of the sensed data using shared key with the base station. Base station can verify data integrity by using the MAC calculated by the sensor nodes.
The other key which is shared between the aggregator and the sensor nodes is used for data confidentiality. Sensor nodes encrypt their sensed data using this key, which is decrypted only at the aggregator, the intermediate nodes cannot decrypt it and thus the chances for attacker to access the data are reduced. If the attacker compromises a single node it will not help him/her to find out keys of other nodes because each node has a unique key shared with the base station as well as the aggregator. The aggregation tree is reconstructed randomly after some time and the aggregators are selected randomly, this mitigate the attack in which a compromised node changes its aggregated value, corresponding to real abnormal event to abnormal value, thus, the base station may not notice the real event.
IX. CONCLUSION
In this paper a secure data aggregation framework for wireless sensor networks (WSNs) is presented. The use of separate keys makes the framework much secure. If a node is compromised the adversary cannot obtain the keys of other nodes. The base station can verify the message contents. The data confidentiality is also provided. In future the approach can be enhanced by using the public key cryptography to achieve a high level of security.
